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Three zero-days have been addressed in the latest release from Microsoft in this month’s Patch Tuesday rollout, 
none of which are under active exploitation, although there are publicly available Proof of Concepts in circulation. 
There are also non-security related updates for both Windows 10 and Windows 11 (KB5011487, KB5011485 & 
KB5011493). This month’s security fixes include the Xbox gaming console and address the following: 

• 25 Elevation of Privilege vulnerabilities 
• 3 Security Feature Bypass vulnerabilities 
• 29 Remote Code Execution vulnerabilities 
• 6 Information Disclosure vulnerabilities 

• 4 Denial of Service vulnerabilities 
• 3 Spoofing vulnerabilities 
• 21 Edge – Chromium vulnerabilities 

 

 

Microsoft Windows: 

- 71 updates in total (3 zero-day) 
CVE-2022-21990, CVE-2022-24459, CVE-2022-24512 

- 68 rated IMPORTANT 

- 21 Updates for Microsoft Edge 

 

Other vendor releases: 

- Google Chrome  
- Mozilla 

- Apple 
- Adobe 
- Android 
- HP 
- Cisco 

 

 

• Back up all critical data before performing updates. 
• Install latest security updates and patches – For a full list see the resources listed below. 

 

 

Microsoft https://msrc.microsoft.com/update-guide  
Bleeping Computer https://www.bleepingcomputer.com/news/microsoft/microsoft-march-2022-patch-tuesday-fixes-71-flaws-3-zero-

days/  
Threatpost https://threatpost.com/microsoft-zero-days-critical-bugsmarch-patch-tuesday/178817/   
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R E M E D I A T I O N  S T E P S  

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-21990
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-24459
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-24512
https://us-east-2.protection.sophos.com/?d=microsoft.com&u=aHR0cHM6Ly9tc3JjLm1pY3Jvc29mdC5jb20vdXBkYXRlLWd1aWRl&i=NWYzZGVhNjFmMWUwZmEwZTA3YTI2NDMy&t=NHc1d2pVSWIyNWovZDg1blcwUHlKWXBrUlJEdVY0ZlV5YjVJeC9rT3E4MD0=&h=8caf7d489ae24a9aac22ebcb6ae0696a
https://www.bleepingcomputer.com/news/microsoft/microsoft-march-2022-patch-tuesday-fixes-71-flaws-3-zero-days/
https://www.bleepingcomputer.com/news/microsoft/microsoft-march-2022-patch-tuesday-fixes-71-flaws-3-zero-days/
https://threatpost.com/microsoft-zero-days-critical-bugsmarch-patch-tuesday/178817/

