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55 updates are available for Microsoft’s Patch Tuesday update in November, including fixes for 2 vulnerabilities 
currently under active attack in the wild CVE-2021-42321: Microsoft Exchange Server Remote Code 
Execution (RCE) & CVE-2021-42292: Microsoft Excel Security Feature Bypass. Unpatched Microsoft 
Exchange Servers continue to be a juicy target for attackers through ProxyLogon & ZeroLogon vulnerabilities.  

 

Microsoft Windows: 

- 55 updates in total 
- 6 rated CRITICAL 
- 49 rated IMPORTANT 

Other vendor releases: 

- Apple 
- iOS & iPadOS – actively 

exploited vulnerability 

- Google Chrome  

- Adobe 
- Android 
- Cisco 
- SAP 

 

 

• Back up all critical data before performing updates. 
• Install latest security updates and patches – For a full list see the resources listed below. 
• Install Windows 10 cumulative updates KB5007186 & KB5007189 and Windows 11 KB5007215. 

 

 

Microsoft https://msrc.microsoft.com/update-guide  
 https://msrc.microsoft.com/update-guide/releaseNote/2021-Nov 
Bleeping Computer https://www.bleepingcomputer.com/news/microsoft/microsoft-november-2021-patch-tuesday-fixes-6-

zero-days-55-flaws/  
Threatpost https://threatpost.com/microsoft-nov-patch-tuesday-fixes-six-zero-days-55-bugs/176143/  
Zero Day Initiative https://www.zerodayinitiative.com/blog/2021/11/9/the-november-2021-security-update-review  
SAP https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageId=589496864  
Adobe https://helpx.adobe.com/security/security-bulletin.html  
Android https://source.android.com/security/bulletin/2021-11-01  
Cisco https://tools.cisco.com/security/center/publicationListing.x  
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R E M E D I A T I O N  S T E P S  

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42321
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42292
https://www.bleepingcomputer.com/news/microsoft/windows-10-kb5007186-and-kb5007189-updates-released/
https://www.bleepingcomputer.com/news/microsoft/windows-11-kb5007215-update-released-with-application-fixes/
https://us-east-2.protection.sophos.com/?d=microsoft.com&u=aHR0cHM6Ly9tc3JjLm1pY3Jvc29mdC5jb20vdXBkYXRlLWd1aWRl&i=NWYzZGVhNjFmMWUwZmEwZTA3YTI2NDMy&t=NHc1d2pVSWIyNWovZDg1blcwUHlKWXBrUlJEdVY0ZlV5YjVJeC9rT3E4MD0=&h=8caf7d489ae24a9aac22ebcb6ae0696a
https://us-east-2.protection.sophos.com/?d=microsoft.com&u=aHR0cHM6Ly9tc3JjLm1pY3Jvc29mdC5jb20vdXBkYXRlLWd1aWRlL3JlbGVhc2VOb3RlLzIwMjEtTm92&i=NWYzZGVhNjFmMWUwZmEwZTA3YTI2NDMy&t=K2dvUkJsTHZ4U3ZNcWRiaWZxaW92OUNya1NYd1d3dmx3S3BHVmxEQ0w2VT0=&h=8caf7d489ae24a9aac22ebcb6ae0696a
https://www.bleepingcomputer.com/news/microsoft/microsoft-november-2021-patch-tuesday-fixes-6-zero-days-55-flaws/
https://www.bleepingcomputer.com/news/microsoft/microsoft-november-2021-patch-tuesday-fixes-6-zero-days-55-flaws/
https://threatpost.com/microsoft-nov-patch-tuesday-fixes-six-zero-days-55-bugs/176143/
https://www.zerodayinitiative.com/blog/2021/11/9/the-november-2021-security-update-review
https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageId=589496864
https://helpx.adobe.com/security/security-bulletin.html
https://source.android.com/security/bulletin/2021-11-01
https://tools.cisco.com/security/center/publicationListing.x

