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FORTINET FLAW RANSOMWARE ATTACK
DATE ISSUED:

IMPACT R

EASE OF EXPLOIT

OVERVIEW

A new ransomware strain known as Cring has burst onto the scene in a recent attack targeting industrial
Enterprises via a flaw in Fortinet's FortiOS. CVE-2018-13379

BREAKDOWN

Attacks have been recorded across Europe thus far with this unique new ransomware capable of forcing a

shutdown of industrial processes. The attackers exploited a path-reversal flaw present in unpatched versions of
FortiOS to deliver the Cring ransomware which uses destroys backups and uses two kinds of encryption to
prevent the restoration of files. Tied to the system’s SSL VPN Web Portal, the flaw allows an attacker to access
and download system files without the need for authentication, using bespoke HTTP resource requests. The
attack chain commences with a directory-traversal attack (CVE-2018-13379) to access vulnerable hardware
providing access to network credentials and establish a persistent threat on the targeted network and access the
system files of FortiOS, connecting using ‘sslvpn_websession,'where the username and passwords are stored in
plaintext.

REMEDIATION STEPS

Install patches immediately to any affected devices.
Isolate devices from the network that are unable to be patched.
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