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CYBER GUIDANCE ISSUE 0002

PATCH TUESDAY - MICROSOFT & ADOBE
DATE ISSUED:

IMPACT HIGH

EASE OF EXPLOIT HIGH

OVERVIEW

Initial analysis indicates a number of low complexity vulnerabilities are present within a range of operating

systems and Adobe versions. Of those identified, none of the Microsoft flaws were publicly known or under
active exploitation at time of release. Delivery of malware through social engineering and email is noted.

BREAKDOWN

Windows: Adobe:
- 129 Security updates - 10 Patches
- 11 rated CRITICAL - Trated PRIORITY 1in Flash Player
- 112 rated HIGH-SEVERITY - 3rated PRIORITY 2 in Framemaker
- Covering Windows7-10 and Server 2019 - 6 rated PRIORITY 3 in Experience Manager

REMEDIATION STEPS

Undertake operating system and Adobe application patching with the usual care and testing. As most of the
exploits rely on human error or social engineering, implementing a staff training program may prove beneficial

REFERENCES

HelpNet Security:  https://www.helpnetsecurity.com/2020/06/09/june-2020-patch-tuesday/
QualysCommunity: https://blog.qualys.com/vulnerabilities-research/2020/06/09/june-2020-patch-tuesday-128-vulns-11-

critical-sharepoint-workstation-adobe-patches

Threatpost https://threatpost.com/adobe-warns-critical-flaws-flash-player-framemaker/156417/

https://threatpost.com/microsoft-june-patch-tuesday-largest-ever-update/156430/
Adobe: https://helpx.adobe.com/security/products/flash-player/apsb20-30.html
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